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Mentor and Speaker Hub

Our goal is to connect speakers with mentors
to assist in preparing technical sessions and 

improving presentation skills

Interested? Read more and get in touch
https://mashprogram.wordpress.com



What an APEX developer should know

Administrators are primarily 
responsible for ensuring the security 
of the Oracle APEX installation and

are responsible for

https://docs.oracle.com/en/database/oracle/apex/22.2/htmdb/managing-application-security.html
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is 
SAFE



Hidden Item Display Only Item



AVOID substitution syntax &<ITEM_NAME>.  in the code

embed bind variable into the string
APEX_UTIL.PREPARE_URL   or  APEX_PAGE.GET_URL

   



Robert’);DROP TABLE Students;--   



Use:
APEX_ESCAPE
&ITEM!JS.  
&ITEM!HTML.
&ITEM!RAW.
&ITEM!ATTR.
whitelist/blacklist
Markdown
Template Directives
DOMPurify 
   









APEX Sert

APEX Project Eye

APEXSec



Select * from < APEX Views>

•apex_applications
•apex_application_processes
•apex_application_pages
•apex_application_page_regions
•apex_application_page_proc
•apex_application_page_items
•apex_application_page_buttons
•apex_application_page_reg_cols
•apex_application_page_rpt_cols

•apex_appl_page_igs
•apex_appl_page_ig_columns
•apex_application_page_ir
•apex_application_page_ir_col
•apex_application_page_da_acts
•apex_application_list_entries
•apex_application_lists
•apex_application_lovs



https://owasp.org/www-project-top-ten/

Top 10 Web Application Security Risks



https://security.web.cern.ch/recommendations/en/checklist_for_coders.shtml
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