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About me

Aljaž Blažej

Tech lead and manager at Outbrain

Achieved incident reduction of 80%

Load increased by 10x



Outbrain

- Ad tech

- 8 million RPS

- 5 data centers

- 600+ Java microservices

(Zemanta)



http://drive.google.com/file/d/1pFwrkQeYqD4jP3E0akxZyLd80fqove5f/view






Possible problems

- A sudden spike in traffic
- Hardware fault
- Network partition
- VPN problems
- Unexpected data that your application can’t handle
- A bug in the code
- Int overflow in one of the tables
- Memory leak
- External services you depend on down
- DDOS attack
- Data center fire
- Ship hits a network cable under the bridge
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Reality

- Murphy’s law

- Nobody will notify you

- It’s not a rare event





Blameless post mortem / take in



Metrics



Example observability stack
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Alerting
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Critical alert

- Not all critical

- Send an email?

- Bot post in slack?

- Who to notify? The whole team?



On-Call Alerting Tools

- PagerDuty

- Opsgenie

- Splunk

- XMatters

- Grafana



PagerDuty example









Dedicated team



Problems

- Unfamiliarity with systems

- No context

- Conflicting interests



Each team handles their own incidents

- Knowledge of specifics

- Distributes burden

- Ownership





Escalations

- Unresponsiveness 

- Acknowledging alerts

- Help needed

Advice: test alerts on Mondays





Robust alerting

- Good visibility

- Automatic alerts

- Alert delivery

- Schedule / rotation of on-call engineers

- Escalations / backups

- Structure



New problems

- Colleague wrote this service 

- 3 am brain

- Where is the dashboard

- Onboarding new members



Playbook / Runbook

[image of playbook]



Benefits

Reduced 

- Stress

- Escalations

- MTTR

- human errors



Playbook content

- Alert description and urgency

- Services involved

- Relevant links

- Team dependencies and communication

- Steps to identify the problem

- Action items and tooling



Playbooks

- Playbook for each alert

- Benefits

- Content



Not healthy yet

- Many alerts

- Terrible experience

- Unproductive during on-call



Follow up

- Prioritize

- Assign a ticket

- Update on resolution

- Post mortem / take in

- Only off hours incidents



Reducing noise

- False and noncritical alerts

- Many alerts for one incident

- Clear SLOs

- Alerts unaligned with other teams



Monthly review

- Accountability

- Acknowledging pain and making action items

- Knowledge sharing

- Increased confidence



Joining teams

Double down on:

- Playbooks

- Follow up

- Aim for 8 - 12 on-call engineers



Monitor the on-call metrics



Playbook automation

- Separate automation system

- Same trigger

- Best effort







Using AI to help solve incidents

- Slack bot

- Slack chat history

- Company documentation

- Playbook data





Making it healthy

- Following up

- Reducing noise

- Monthly review

- Joining teams

- Monitoring on-call

- Playbook automation

- AI help



Recap

- Why we need on-call?

- Robust alerting

- Playbooks

- Making it healthy



Questions?


